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Nigerian Bank Website

Vulnerability Survey 2008
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Survey Methodology
, +' Over a period of three weeks from January 8 ¢ February 2, 2008, web
"ﬂ! properties belonging to the *25 registered banking institutions in Nigeria

were investigated for potential security vulnerabilities.

In particular, the survey looked for vulnerabilities that could allow an
attacker, or phisher, to exploit these web properties and obtain user
account or identity data.

*23 of the 25 sites with the exception of Nigeria International Bank Limited (Citigroup) ang Stanbjc Bank were
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Common Website Vulnerabilities & Attacks
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compromise
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access/info disclosure

A Suspicious Content

Content Defamation

A Theft of Proprietary Information
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Web Application Configuration

Errors & Vulnerabilities: Measurement Yardsticks
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s input properly validated on the web site? (Cross Site Scripting)

Can commands pass through the web application to be executed on the
back-end database? (SQL Injection)
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Can commands be injected into the system via default error pages?

Are default user accounts and passwords used on the system?
(Authentication Hacking)
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f‘ Existence of well known vulnerabilities such as Cross Site Scripting
L L : (including variations such as Cross Site Farming) and SQL injection
! leading to target banks being susceptible to identity fraud

The rise in the use ATM technology as an alternative retail banking
channel is not being visibly matched by sufficient customer security
awareness

Compliance with international privacy and data protection best practices
IS poor. This increases the likelihood for identity theft and litigation
arising from poor handling of customer personal information

Prevalence of weak authentication techniques for accessing electronic
banking products
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Summary of Results

Of the 23 financial services sites we tested, 10 out of 23 (43%) were
susceptible to SQL injection. (See appendix 1, 2 and 3)

Of the 23 financial services sites we tested, 6 out of 23 (26%) were
susceptible to Cross Site Scripting. (See appendix 4,5and 6)

2 sites allowed users to enter their log-in credentials in clear text.
2 sites use digital certificates not issued by a trusted Certificate Authority

Only 3 out of 23 sites provided any warning to customers on responding
to phishing emails for ATM details

30% of sites did not provide any sort of security awareness/fraud notices
for their customers

52% of sites had no privacy policies or statements relating to the
collection, use and retention of customer personal information.

87% of sites use insecure authentication techniques
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For detailed research findings, contact
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